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Disclaimer

A This presentation describes potential future enhancements to the IBM Tivoli
Storage Manager family of products

A All statements regarding IBM's future direction and intent are subject to
change or withdrawal without notice, and represent goals and objectives
only

A Information in this presentation does not constitute a commitment to deliver
the described enhancements or to do so in a particular timeframe

A 1BM reserves the right to change product plans, features, and delivery
schedules according to business needs and requirements
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Session Abstract

AThe Tivoli Storage Manager Backup-Archive client
Includes a wide variety of options and techniques for
backing up your data, including full incremental
(progressive) backup, incremental-by-date backup,
adaptive subfile backup, journal-based backup, and
others. This session will discuss and compare the
various backup techniques available with Tivoli Storage
Manager. The presentation will address specific
scenarios in which these methods should be considered,
such as protection of large file systems and performing
backups when bandwidth is extremely constrained.
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enda

ABackup techniques offered by TSM Backup-Archive
Client

I Snapshot-assisted progressive incremental backup
.

Progressive incremental backup and optimizations

 Journal based backup

Image backup

APotential future candidates
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These Are Not Goals of this Presentation

ADiscuss how to implement
I Not a tutorial in option syntax
I No dsm.opt or dsm.sys examples !

ADiscussion of other backup or archive considerations

AlIn-depth discussion of recovery and recovery
considerations (RPO, RTO, etc).
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Backup Information

AThis information will not be covered in this presentation
but is included for reference

Backup of a list of files (filelist)
~ Adaptive-subfile backup
Example performance data

I JBB buffer-overrun safety valve information

Non-Windows platform considerations

l Virtual Machine Backup and Recovery with TSM
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PROGRESSIVE INCREMENTAL
BACKUP
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Other Backup Products

TSM

;  Long restore time

;  Poor media utilization

;  Lots of copies of unchanged data

;  High network utilization

;  Higher impact to application server

Full + Incremental Full + Differential

—

No unnecessary backups
Client data consolidated on a
few tapes

Lower network utilization
Low impact to application

Progressive incremental

—

— —

Full Backup Full Backup

Incremental Incremental O

Incremental Differential

Differential

Full Backup

Incremental Full Backup

DERIOE

Incremental

Base Backup n
Incremental

Automated
Tape

reclamation

Incremental B ;
VTape reclamation

V Collocation

Incremental
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TSM Backup-Archive Client User Interface

@ IBM Tivoli Storage Manager & Backup
File Edit Actions Utilities View Help File Edit Yiew Help
Yy EE 89 0 &
YWelcome to IBM Tivoli Storage Manager. Click below to perform a task Backup Options
E‘E? MNodes I MName Directory Gize Modifled
Backup = EI R s ¥ ] ALTOEXEC BAT naxosics DB 12/02/2008 10:18"
B Backup and Restore copies of data that are frequently updated. 1= Distributed File Syste [l COMFIG.SYS tnaxosics OB 12/02/2008 10:18:
B8 Local ¥ dsmscript.opt Wnaxosies  17E 12/02/2008 23:37:
Backup Restore M 2 Wnaxosich |74 Fasthack 55.2_GAZp  Unaxosics  77.0MB 1211742008 07.28”
Copies files to server storage to Restores saved files from serer 1= tnaxosim§ [} filelst tnaxosics  42B 06/ 7/2008 08:00:
prevent loss of data. starage LIS tinaxosing ¥ 10.5%3 tnaxosicy OB 12/0212008 10:18
0D Network W [ isorecorderlog Wnaxosicd  B.64 KE 04/27/2009 10:37:
Y Ol rawi F B MSDoSSYs fnaxosicd 0B 1200262000 10:16
O Removable ¥ [ pagefile sys Wnaxosich  1.99 GB 0B 202008 16:431
. 103 systemstate |7 R Unaxosick  THE 12(02/2008 23:37:
[ tsmsysiiles .t Wnaxosicd 5.7 KB 0271872009 19:46:
Archive [} ‘WehClientLogin . CLP Wnaxosicd  190.57 KB 01/232009 1314
Archive and Retrieve copies of data that are preserved for a specific period oftime.
Archive Retrieve
Creates an archiva copy in Retrieves an archive copy fram
long-term starage long-term starage
4 | ol | o
1 Displaying Wnaxosich
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Shifting Through TSM Backup Technologies

Progressive
C?ncremental y @gggli?s
(2)Journal-Based
Backup @H ardware-
Based
Snapshots
(3)Snapshot-
Assisted
Progressive ®Restore
Incremental
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Progressive Incremental Backup
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Client queries server for current view of file system
Server returns list of files for entire file system (db query)

Client scans and compares local file system

N

Client creates transactions of files for backup
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Progressive Incremental

A Single-instance store of data

I Only files that have changed data or metadata (e.g., ACL,
XATTR)

I Attribute update only support if only basic attributes have changed

Alnclude/exclude

I Rich include/exclude syntax

I Newly introduced exclude rules will result in file expiration on TSM
server

AFile deletion support

I Files deleted from local machine will result in file expiration on
TSM server

I Active file deletion on TSM server will result in resend of local file
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Progressive Incremental

APolicy support
I Copy mode and copy frequency

I Files rebinding to new management class (under certain
conditions)

ACan be used in conjunction with volume snapshot in
order to avoid locked-file contention

I Windows client can use Microsoft Volume Shadow Copy Services

(VSS) or TSM Logical Volume Snaps
supporto)

I AlIX client can take snapshots of JFS2 file systems
I Integrationwith39party snapshots via fAsnaj

l Exploiting Tivoli Storage Manager Backup Technologies
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Comparisons of Backup Methods

Progressive
Incremental
Backup

Incremental By

Date

Journal Based
Backup

Snapshot-
Assisted
Progressive

Image Backup +
Incremental (by
date)

Detects changes in files

Detects changes in
metadata (XATTR, ACL)

Directory move, copy or
rename

Detects local file deletion
(action=expire)

Detects TSM file space
deletion or node/policy
change

Detects file deletion from
TSM server
(action=backup)

Detects additions of new
exclude rules
(action=expire)

Detects policy change due

to new include rule
(action=rebind)

Copy mode and copy
frequency

Periodic progressive-
incremental backup

Yes

No

No

No

Yes

No

No

No

No

Recommended

Yes

Yes

Yes (incr. backup of
directory)

Yes
Yes (action =
incremental backup)
No
No

No

No

Recommended
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Incremental

Yes

Yes

Yes (incr. backup of
directory)

Yes
Yes (action =
incremental backup)
No
No

No

No

Recommended

Yes

No
No

No

Yes

No

No

No

No

Recommended
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Progressive Incremental

A Default technology in TSM

AScans TSM server database and local file system

AHot spots:

I Memory
A Number of active backup versions
A Length of file name

I Run time
A Biggest factor is file system scan time

I Exploiting Tivoli Storage Manager Backup Technologies
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Progressive Incremental Optimizations

AProgressive Incremental Optimizations
I Memory efficient backup
I Memory efficient disk caching

I Virtual mount points

Alncremental by date
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Memory Efficient
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Client queries server for current view of single directory
Server returns list of files in directory (db query)
Client scans and compares local file system

Client creates transactions of files for backup

a & LD PE

Client queries server for current view of next directory, etc.
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Memory Efficient Backup

A What you get
I Smaller memory footprint for backup
AWhat you dondét get
I Memory savings in directories with large number of objects
A What you give up
I Potentially more network overhead for queries to the TSM server
A When to use this

I Incremental backups running out of memory

I Can get rough estimate on memory usage by examining directory with
largest # of files
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Memory Efficient Disk Caching
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1. Client queries server for current view of file system
Server returns list of files for entire file system (db query)

3. Client scans and compares local file system by exploiting local
disk to augment memory

4. Client creates transactions of files for backup
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Memory Efficient Disk Caching

A How it works
I Same as progressive incremental except &

I B-A client can store TSM Server db queries on disk instead of in memory

A What you get
I Even smaller memory footprint if regular
memory
I Better handling of large quantities of files in single directory due to optimized

directory scanning technique
A What you give up
I Processing time ? Compare disk i/o to paging
A When to use this

I Incremental backup running out of memory and memoryefficient backup not
sufficient Need individual file restore

I Journal based backup technology is not available on your platform (note you might
need this just to get the first backup done for journal based backups).

© 2009 IBM Corporation
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Virtual Mount Point

/home _! [] [:I [:I

/lhome/l /home/2 /home/3

A Large file system logically partitioned

A Managed as separate filespaces on TSM server

l Exploiting Tivoli Storage Manager Backup Technologies © 2009 IBM Corporation




| Tivoli Storage, IBM Software Group

Virtual Mount Point

A How this works

I Instead of mapping entire file system to single namespace on TSM Server
(filespace), user can define mapping of file system branches to namespace

A What you get

I Progressive incremental only has to work against subset of file system thus
reducing memory requirements

AWhat you dono6t get

I Relief from directories with large number of objects
A What you give up

I Centralized management of file system on TSM Server

' Virtual mount points are static and canot
A When to use this

I Large, balanced (number of directories and objects) UNIX and Linux file systems
can be efficiently divided
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Incremental by Date
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1. Client queries server last backup of entire file system

2. Server returns timestamp of last backup (end) of entire file
system

3. Client scans and compares local file system
Client creates transactions of files for backup
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Incremental By Date

A What you get

Reduced time determining which files have changed
Removing processing time on server to query database
Removing network traffic to communicate results

A What you give up

-

Flexibility on scope of backup operation; you must be doing backups of the entire file system

Changes to files that dondét affect date are not capture
Rename, copy and move operations not reflected in date

Handling of deleted files from local file system not reflected in TSM Server database

Policy rebinding

You are not giving up scanning of local file system

No free pass for having client and server clocks out of synch

Maybe not able to use when client and server are in different time zones.

Copy frequency and copy mode

A When to use this

Not meeting backup windows and é

File system changes purely additive or changes, e.g., C
of data like your family photos)

Can be effective when doing weekly (or periodic) full incremental backups
Read Chapter 9 in the Userodés Guide for more critical i n
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Comparisons of Backup Methods

Progressive
Incremental
Backup

Incremental By
Date

Journal Based
Backup

Snapshot-
Assisted
Progressive

Image Backup +
Incremental (by
date)

Detects changes in files

Detects changes in
metadata (XATTR, ACL)

Directory move, copy or
rename

Detects local file deletion
(action=expire)

Detects TSM file space
deletion or node/policy
change

Detects file deletion from
TSM server
(action=backup)

Detects additions of new
exclude rules
(action=expire)

Detects policy change due
to new include rule
(action=rebind)

Copy mode and copy
frequency

Periodic progressive-
incremental backup

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes (incr. backup of
directory)

Yes
Yes (action =
incremental backup)
No
No

No

No

Recommended
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Incremental

Yes

Yes

Yes (incr. backup of
directory)

Yes
Yes (action =
incremental backup)
No
No

No

No

Recommended

Yes

No
No

No

Yes

No

No

No

No

Recommended
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JOURNAL BASED BACKUP
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Journal Based Backup
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1. Journal monitors file system for changes

2. When backup is executed, client queries journal for file system
changes

3. Client translates journal changes into internal list of files and
creates transactions of files for backup
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Journal Based Backup

A Details

Comprehensive scanning of entire local file system and TSM server inventory is not performed
Journal changes must be reconciled and made consumable for TSM client
Available for Windows (NTFS and FAT32) and AIX (JFS, JFS2, VXFS)

A What you get

Time to determine which files have changed is greatly reduced

A What you donodt get

Dismissed from doing a full progressive incremental backup (full) against a file system on some periodic basis
A Initial successful progressive incremental backup of entire file system to enable the journal

Progressive incremental backup will be executed if:

File space deleted on server since last backup

Node policy set updated since last backup

Any error occurs in the journal dae

If the velocity of changing files is high enough to cause a notification buffer overrun (Windows)

If the_ljplér)nal taken offline or the journal service is stopped and restarted (and the PreserveDbOnEXit setting isn't
specified).

In general, it is a good idea to do periodic progressive incremental backups

T>oT>0 >0 T T

A When to use this

Not meeting backup window and ¢&
Small number of files (< 1,000,000) and small number of changes between backups (<1,000,000)

Large number of objects (<10,000,000) with 10-15% change rate try JBB (should emphasize a low change
velocﬁity; o)n Windows large numbers of changes over a short timeframe can cause notification buffer
overflows

Large number of objects + | arge number of changes wil/l
Many created/deleted/moved/renamed directories also negate the benefit
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Comparisons of Backup Methods

Progressive
Incremental

Backup

Incremental By

Date

Journal Based
Backup

Snapshot-
Assisted
Progressive

Image Backup +
Incremental (by
date)

Detects changes in files

Detects changes in
metadata (XATTR, ACL)

Directory move, copy or
rename

Detects local file deletion
(action=expire)

Detects TSM file space
deletion or node/policy
change

Detects file deletion from
TSM server
(action=backup)

Detects additions of new
exclude rules
(action=expire)

Detects policy change due
to new include rule
(action=rebind)

Copy mode and copy
frequency

Periodic progressive-
incremental backup

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

No

No

Yes

No

No

No

No

Recommended
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Incremental

Yes

Yes

Yes (incr. backup of
directory)

Yes
Yes (action =
incremental backup)
No
No

No

No

Recommended

Yes

No
No

No

Yes

No

No

No

No

Recommended
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SNAPSHOT-ASSISTED
PROGRESSIVE INCREMENTAL
BACKUP
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Snapshot-Assisted Progressive Incremental
Backup 1 Initial Backup

‘mf% —— [ @

1. Client initiates a snapshot on filer

2. Client performs progressive incremental backup from snapshot
(target) via CIFS or NFS

3. Client records timestamp and name of base snapshot in TSM
server database
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Snapshot-Assisted Progressive Incremental
Backup I Subsequent Backup
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1. Client initiates snapshot on filer or determines latest snapshot created on device (target is called
differential snapshot or diffsnapshot)

Client queries TSM server for timestamp and name of base snapshot

Client passes names of base and diffsnapshot to filer

Filer returns list of changed files

Client performs selective backup from returned list of files via NFS/CIFS from diffsnapshot

Upon completed backup, snapshot name and timestamp updated on TSM server database

N o o b~ 0D

Base snapshot deleted if created by TSM
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Snapshot Assisted Progressive Incremental Backup

A Details
I Scans of file system and TSM server eliminated
I No reconciliation of file changes as with journal-based backup
I Available for NetApp NAS and N Series data from a Windows or AlX proxy
A What you get
I Time to determine which files have changed is greatly reduced (both scans eliminated)

A What you donodt get

I Dismissed from doing a full progressive incremental backup (full) against a file system on some periodic basis

A Initial backup to establish base backup
In general, it is a good idea to do periodic progressive incremental backups

A When to use this
I Not meeting backup window and é
I Large number of objects on a NetApp NAS/N series
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Comparisons of Backup Methods

Progressive
Incremental
Backup

Incremental By
Date

Journal Based
Backup

Image Backup +
Incremental (by
date)

Snapshot-
Assisted
Progressive

Detects changes in files

Detects changes in
metadata (XATTR, ACL)

Directory move, copy or
rename

Detects local file deletion
(action=expire)

Detects TSM file space
deletion or node/policy
change

Detects file deletion from
TSM server
(action=backup)

Detects additions of new
exclude rules
(action=expire)

Detects policy change due
to new include rule
(action=rebind)

Copy mode and copy
frequency

Periodic progressive-
incremental backup

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

No

No

Yes

No

No

No

No

Recommended

Yes

Yes

Yes (incr. backup of
directory)

Yes
Yes (action =
incremental backup)
No
No

No

No

Recommended
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Yes

No

No

No

Yes

No

No

No

No

Recommended
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IMAGE BACKUP
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Image Backup
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1. Client sends logical block image of file
system to server
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Image Backup

A No mapping between file and block
A Off-line and static backups vs. on-line backups
A What you get
I Faster backups
I No scan time to determine what has changed
I Faster overall data movement
A What you give up
I Ability to restore individual files directly from TSM Server

I You need to restore image to alternate location and pull data directly
using Explorer or equivalent.

| Caution on using system volumes for DR or BMR
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Image Backup

A Backup at logical volume level
A Ability to take image + incremental backups to provide single file restore
A Available for AIX, Windows, Linux, Solaris and HP

A Offline image backup

I Volume mounted reanty

I Exploited best by FlashCopy operations{mg.inadige is from a FC target)
A Online image (dynamic) backup

I Volume left dime

I Fuzzy backup of changing data

A Online image backup using snapshot (Windows / Linux LVM2 / AIX JFS2)
I Volume left dime
I Image backup taken at singleipome
I Windows and AlXised blocks only (am®d blocks not transferred)
I Windows uses VSS or TSM LVSA to create snapshot of volume
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